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1. AT T2} ALE A A
1.1 Logicnoid WNS 2| &t= 7|4

GNX T2 AFEXIS| 2 E F7| B2 i o= F StV | 20t M| ZAL R sl st, O =AUS
55t Atelf Z712 H&HH= Logicnoid WNS EFRIO|CE EEH QI 2301 ALO|ELt Thas HOF X{ &

0

O - o |.
270 EHo|| &7]&= 20| otL|2} commit receipt, token fingerprint, resonance proof, gate state, audit signature & = &£%t

2 2HEOM AHZ2 K= M| 7EX] AHE E OfdHsloF otCE A, 2 EXE 2 FALE =0|Ql &3] 7|7t OtL|2t &% H|of Z=740|Ct. S,
o152 A2 12 T 50| OfLI2t L% anchor 2 HMAC, PBKDF2, 7] 28102 RAISICH 4, £710] 355X 218 1 ALx
B AIfst & 3I81X| 87 locked-by-design AFEHZ KIEFOF B}
S P

1.2 ALEXP7L LofoF S HIFFE
2% i FL2 AT AHSHE HHSHX| 2t Ho HotS HASHX| gH=LCt. Zero-Lodger = 212t H|H 2| X2 HM<| 0| E0|X| Z&
HAH HE R 7} ALZHCH= 2[0| 7} OfLICH WNS = &XHE XNE|oF 3 Kol =5 dHSIX| U £ S5 27F, ZE 2 H0|A <
| faY, M 3 X M2 HIHNE X522 EESHX| gh=Ct
EEot HatR X0l M local clear HES £ 2= Hel= otHO| H0|l= SHE X< SHY &, MH FE, ZAL7|Z, DB O|Z K| AFH|
Sh= HA AMY @F o2 S Mol M= ¢F EICt REX= ALZAL = S0 EHI R 2F 7|52 X10|E EES| 1 X|sH{0F otrt.

29 14 A = X| ol 4]

Commit receipt AH x| M2 =|of MY E SA e SISt MEg

Fingerprint EF L= M2 AH HEH HIZI| E= MA E

Gate state A 51 Z/Ach Aef MHlA ZER HI ES

Zero-Lodger DA ZIDE AT FHO K| fE 2= YN IIE AN

Readiness 2 e Isd ¥ QI HotoIEN

Qg

2 T2 GNX ATS At 7|2 2

[llihiy—3

Helettt, A2 B2 EEJOI OH—IEP HE 57 1 c *% SO = At CH2F 2 A= Zero-
N A

Lodger, WNS, readiness, gate stat

2. LHE x{2| mjo|= 2}¢2l

2.1 WNS 13512} miaj
WNS XZ|2| AZHS WNSNormalizer.shred O|C I210] H|O] QLI 2XtE0| OtL|H WNSNormalizationFault 7+ 2H A4 SHC,

o
A 22 NFKD ZSI ARXISHE H2 § 21 QXE SSHEICE 312 24 ST Unicode B4 H9lol wtet x4, 54, 5

)

Moz 22|, & - =Xt 318 7| &= whitelist & E1t3t UXIE R X|=IC
28|l @ XH= WNSAntiCollisionMatrix Ol A 2124 $I%| index 2 Xt ZE 7|8t2| entropy suffix 2 YH=Ct 1 2ot ME E2S

H
"UXHAEZO|" FERTL =10, 0| HHE|0f Z/HSHEICE @I X| I Z2EE|7| I 20]| the W E 2%t anagram £ 7540l &
A5HH, Y LH2 ST ]IHH AuE MHECE AYEL S FXIstot. I A= SecureMemoryManager 7t #2|5tH= Buffer
2 88t AE F 3-pass WA O Z A Hsl{0f BiCt,
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2.2 MCSS, Phantom Token, Resonance

MCSS = ID 9f H| WS Z 242H WNS 2 TFM S 5| master key 2 HMAC-SHAS512 £ 4383t 1 At #A4ZH0|CH FE 0| A= D 2t b
ULHS ALO|Of] GNX_MCSS_CHAIN_LOCK T2X}E €0 chain extension /&2 £0|= WO Z IS E|0 UCH MCSS = /2
2 CHASH= AlMt = 0|H, AHS = THY I = FA| A7 EICE

Phantom Token 2 MIMO}CH Z2tX| = S& $#0|ZLOIC}. high-resolution time, free memory, random bytes, client entropy
7} ZEE| 1 proof key 2 HMAC-SHA384 7+ M £ICt, Resonance & MCSS 2t Phantom Token & PBKDF2-HMAC-SHA512 2
ZAgsh= CHAICE 7|2 B2 214~ 150,000 0|11 Phantom Token OFX| 2} HEO|E S 0|86l 7t 7HEX|E Ro{siCt 2FA= 0| A
AtO| CPU HIES 7HX|22 23921 ZF rate limit, worker capacity £ &1 A A|sl{of StCt,

cHA| o =9 29g 9|

WNS shred raw id, raw pwd, target identity secure buffer E££ hash {2 UHHAS U AH EH

MCSS shredded id, shredded pwd, 512-bit hex material HEHMZICE F 5
master key

Phantom Token time, memory, random, client MM S token HAHE 2K U fingerprint BF =&
entropy

ZKV Anchor MCSS, deterministic salt DB X% anchor SE/015 A LK TR

Bident Session session payload, HMAC signature | HttpOnly cookie raw token JSON gzt ZX|

Qe

22 AT AMt A2 E MHBCE WNS = 23S #X215t00, MCSS = ¥ 2 XHd 3HE H5HH, Phantom Token 2t PBKDF2

Resonance & &8 M8 E7E CHECH 2B A= AlMHHIE, A AF, *IE £ 21XS SAl0] 2t2|sHOF Bt}

A
Z API = /api/vl/users/register O|Ct. 2 body 0= id, pwd, advancedidentity 7t ZR3ICt S5 THo|Z2t2l2 WNS It
M, MCSS MM, deterministic ZKV anchor 44, PostgreSQL ACID transaction, ZtAt O[HIE 7|22 LM EICEH M3 Al

identifier 2t receipt ZM 2| EHE 25t 1 plaintext_retained=false, plaintext_label_retained=false Z2 %S HA|

> on @

rot

Q& API = /api/vl/auth/resonance O|C}. @& body M= id, pwd, clientEntropy 7t &t 4 QIC} XIS Phantom Token
2 MMdstn SEat sUst LA O Z 7KV anchor £ MA A8 F|, DB OIA 72 anchor 2F constant-time @2 H| W $tCt, 56}
™ __Host-gnx_bident 7|2 HttpOnly, Secure, SameSite=strict, path=/, 1 A|Zt Zt2 2 2Z$ICL JSON SEHO|= raw
token O] OFL|2} receipt, session ledger, token fingerprint, mutation invariants 7t Z&HEIC},

32 MM, ClaEeo] gL HE

M4 7|dt M32 SecurityMatrices.requireBidentSession 2 S2t6l{OF BtCt, O] middleware = Authorization Bearer &=
__Host-gnx_bident 27|0|A EZ2E FZ5t1 tunnelingGateway 2| Z& 2 HXICt EZ0| gL FAMO| UX| 0™ 401 2
ZZEICH M2t 2GAHe TE A, TLS termination, cookie domain/path, SameSite H*0| 0| MA|et ZEHXA| A== LAY
Of BtLCt.

C|AZ2|0| & 21 API = /api/vl/display/lock O|Ct. 2 H0f|= targetldentity, clientEntropy, nonce, hardwareSignature 7}

=

L QtCt HardwareAttestationManager £ nonce timestamp, Redis replay window, HMAC signature £ ZZ$ICH MM E
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'd 7H4t API &= /api/v1/session/establish O|H, targetldentity il CH3t display ready 1= 7} ®|Bt A|ZF Qtol| =}3H{OF tunnel
ticket 2t signaling endpoint £ 2ot} Ao A| Ha&Ql A7t ofL|2} o =&l KHEF AFEH QI
INTERDEPENDENT_GATE_LOCKED_BY_DESIGN 2 £ F|ZgtC}.

Route =3 B3 K| CHE SE
/api/vl/users/register WNS/ZKV S8 ACID transaction, anchor, audit IDENTITY_MAPPING_COMPLETE
EE= commit receipt
/api/vl/auth/resonance QIZT MM Het ZKV, timingSafeEqual, HttpOnly BIDENT_RESONANCE_BOUND
cookie
/api/v1/display/lock CH C|AZg 0| ZH| B nonce, Redis replay, HMAC AIPHONE_LOCK_CONFIRMED
attestation
/api/vl/session/establish AT o|E B i Bident session, display lock wait INTERDEPENDENT_LOCK_SECUR
ED
/api/vl/tunnel/:tunnelld E'd MEf X3 Bident session tunnel record SE= 404
/health/live, /health/ready MZED | H Y Postgres, Redis, KMS, migration ok=true/false

2 &2 AEXIe 2L 2E S R API E Heloict SE3t 2152 /20| OtL|2t anchor 2t receipt M2 2| =11, MM 0|22 M
2 Bident session I} display lock 2 2% E2t8{0F $tCt. locked-by-design &2 Ztoli 7} oftL|2t E | FH*Ho| H At ZHE O 2 8fj A{&l{oF StLt,

o

oAl Z12 Node.js Express 0 Z2|#|0] 40| PostgreSQL, Redis, SMTP, & &4 7|2t secret, ME{X KMS round-trip 0of| 2| =3t
Ct. 2% 2FH0|IM= GNX_PG_URL, GNX_REDIS_URL, GNX_MASTER_KEY_B64 E-= GNX_MASTER_SECRET AlE,
GNX_PROOF_HMAC_KEY_B64 == GNX_ATTESTATION_SECRET A€, GNX_COOKIE_SIGN_KEY_B64 EE=
GNX_COOKIE_SECRET A€, GNX_AUDIT_HMAC_KEY_B64, GNX_SMTP_HOST, GNX_SMTP_USER, GNX_HTTP_ADDR,
GNX_ENVELOPE_KEK_HEX Z2 22 &t2|sl{of Strt,

7| gt2 ZE NEALLo|O|X|of| Z&SHA = OF | secret manager, KMS, CI/CD protected variable, instance role 7|2t ¢
gHAO 2 2e|sH= 20| HE2HRISIC, Redis & ¥4t cache 7} OFL|2t nonce replay window, rate limit, Pub/Sub signal, tunnel
state TTL 2| si&l 2| Z40|C}. PostgreSQL 2 anchor, sessions, audit, security events, interlocks, tunnels, immune
events § &7| ZX & zt2|etCt

42 7|5 & =H|d 84

7|5 Al DatabaselntegrityGuard.ensureSchema & GNX_SCHEMA_PACK Ofl Z&t=l DDL 2 EHMMOZ M Estn
migration checksum € 7|E%tCt. 0|F Redis manager, event bus, anomaly matrix, health matrix, route binding 0| 2t
Z|0OF HTTP server 7t listen $tCt, 2F A= 7|5 20| A schema secured, Redis active, Lua script loaded, readiness
gate St {25 =fQI5|{OF BHLY.

/health/live £ ZEM|A MZ0t 2t0lst D /health/ready = PostgreSQL, Redis, KMS, migration table 2 2QIstct. load
balancer 2t deployment controller = ready £ 7|=C 2 Ea{{T] Hat2 ZHH{O}F StCt.

29 34 Tay stol uy
PostgreSQL ZKV anchor, sessions, audit, events, schema /health/ready postgres probe
Redis replay defense, Pub/Sub, rate limit, TTL state /health/ready redis probe
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KMS/KEK wrapped secret round-trip, readiness proof GNX_ENVELOPE_KEK_HEX % kms probe

SMTP Zero-Lodger mail spooler SMTP host/user/pass/from &2l

TLS/Proxy Secure cookie, Host cookie, no-store reverse proxy 2t cookie policy &

SIEM Sink JSON log, audit event ingestion stdout/stderr collector 2t redaction sample &
ol

a4

B xe AT B Zof| ot A S Ma|Stit GNX &= B Node.js ZEZ HO|X|2F AR 2 oFE M2 PostgreSQL, Redis, KMS, SMTP, TLS,

SIEM of o] Eaq ULt E2fZ] Heh2 BtEA| /health/ready 7|Z2 = 275l OF BHCt.

5. 25, ZAL Zol CHS

51202} ZHAL O|HIE
ZeroLodgerLogger & JSON X2 21 E &35 severity, host, pid, message, context £ L& 3tL}. phone, email, IP,
JWT, uuid S2 0tA Z CiA+0| 1 password, secret, token, msisdn, phone, id, auth, key, hash Z'2 key 0|52 S A| Atct Ci At
O =2 Ma|ElCt, ZHAL O|#IE = action, subject hash, timestamp, outcome 2 Z 8l HMAC signature £ A4t AUDIT
severity 2 H{Z it

28X 207t 2T YHE S| MASCtn 7PESHK| 20 FI X2 ME
context ZHH|, of|2| stack, SMTP task, 2| 2l0|E22{2| LF = 0tAZ F&] 5ol o
payload & E#S}IX| gH= ingest pipeline 2 #4510, EZ ¢l

N
~N
B
iga}
rH
J-L_JJ

5.2 Z0oi-2Qt O[HIE 2H

ol R 7|5 A, secret 52, PostgreSQL 2 &, Redis 2&, KMS round-trip &I, rate limit &, attestation replay,

display lock timeout, tunnel ticket Z4Z A1, schema migration 2T Z LHzE 4= UL A%l fail-closed O|C}. 215 - MM - E]

2 readiness 0| M 22&40| WHSHH S 85X 240 KHTHHOF BT,

HOtO|HIET| H/HSHH HX| ALE XA &M LHE AR E BtetstX| gt=LCt. E2I0|HE0l= 401, 403, locked-by-design, generic
, &M Y212 sanitized log 2F audit signature 2 L& ZAFSICH 2EXH= incident ID, AlZt, affected route,

subject hash, Redis/DB 4El, key version, deployment version, ZX| LI 7| Ssl{0f 3tC}. SCHt secret =& 7Hs40| /S

™ 7| 3|™, MM 7|, Redis nonce namespace 7|3}, DB M2 21 HEE ZA| £8sict,

error £ getstn

O[HIE 2 =% o EH

AUTH #1ji 57} ZKV timing, credential stuffing, rate limit 22l | RESONANCE_FAILED &£ 401
Display lock timeout £ attestation, Pub/Sub, clock skew 20! LOCKED_BY_DESIGN

Redis ZHOf replay/rate/tunnel 2|4 B A, failover ready=false &= 500/403
PostgreSQL Ztolf anchor/session/audit X% 22 M ready=false % /&5 St

KMS invalid KEK HA|, #ot, 3| Mef Y ready=false

23 0taZ oy MZE +F B¢ SIEM 2 Mzt rule BH DHO||A LS MMl 0| &
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goe
=2 UFLG AN S SAS AYeITh 2= JSON It ZAt MBS S 2 HI|= 2 FEILEHX| =X XI5 ASoHOF Stet. 2ol Alof
= Hel2 &7|= 20| OfL|2t 02 HHI LR ZAL EHES 222|510, S2HA5IH 5{25}X| §b= fail-closed #AIS RXIBHCH

6. 22| X &AM

6.1 CI[O|E{HH|O| & ZHA|

GNX_SCHEMA_PACK 2 2% DB of| 223t #& NS F2|$trt. gnx_schema_migrations = & & 0|22t checksum £ E 2
otCt. gnx_users_zkv & user_id_hash, zkv_anchor, advanced_identity, entropy_salt_hash, is_active & XZ%tCt.
gnx_audit_log 2 gnx_security_events = ZAt HF O|HIES EH5H11, gnx_sessions = session_digest 2 Ttz HE{E 2
2[tct.

AlPhone % E'd A Z0i| M= gnx_display_interlocks 2t gnx_tunnels 7} target identity hash, challenge nonce hash,
attestation hash, tunnel ticket hash, state, timestamp £ 7|E3tLCt. 37t resistance vaults, somatic cells, synapses,
immune events AIE2 & & E S - HM - Y- HA O[HE HMEAR A =|0] ACH 2BX= 2 EH|O|29| *IZ ME 65,

retention, B A5t M2 HsHS AEOF St

o x —1 S
6.2 2 2|1t F X[ Al
29 FA|2 chasict, Aimf, 12 ID, H|UHS | token, secret & 271 - & - A ZIAF- O|H[U0f| 7| X| t=Ct. EM), ready=false
AEfOl| M EfTlS HX| Qb=C

bMWY, Redis £ T FHAIX 2 2E flush SHA| =L f. Siml, KMS/KEK 2 master secret 2 8%t
ot ZA|of| £X| gb=C}. CHAIM, display lock HIHE 22|5H= YAl =0 route E PHSX| b=Ct.
Z2[Xt7 s = o &l = Y= BESICE DB Ol M zkv_anchor & SASH 22 EO|LE 20l 20{EX| St=Ct. Zol 242 2l
req.body MHIE dump stX| =Lt 2ot AF HO|E 0| RZ Secure cookie Lt HttpOnly & 11X| =L} rate limit O] 2MstCt
= Ol R 2 AnomalyDefenseMatrix & & 7|2t H|2-d2t5HX| 4=C}. H7| & ML "M 275 M Aol =|&2|X| ob=Ct.

S =

3 2% 2

H|2Zt Secret manager/KMS 2 F¢ AA O|0|X], 2AM0f| StEZY

23 sanitized JSON 1} audit signature req.body dump, raw token 7| =

27| HttpOnly, Secure, SameSite=strict CIHZ S 93t 2ot £ sfix)|

DB least privilege, encrypted backup anchor QF gtE

Redis namespace 2|, failover, TTL ¢! 2t flush, replay window 2233}

2M 2 MMM I|FEoRE A I[1|7| =M WAL

[

2 e #He|Xot AN 2F & XFHOF e 7RIS MAISCH GNX AITIe| ot e FEMO 2 AFE[X| b Aol vt 22|, 23 &2,

readiness £, Redis/DB 2 |, 2A SH|of| 2/ {XIEICE.
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